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The direction is clear. Open-source software is 
paving a path to the information-centric future 

envisioned by the U.S. Department of Defense 
(DoD).

In an address to Department personnel, 
the Pentagon’s deputy chief information 

offi cer (DCIO), David M. Wennergren, explained 
the reason for taking this new direction.

“In today’s world we have to share information with 
people we never even dreamed of, using tools 
and means we never thought of before, [in] 
non-traditional ways with non-traditional 
organizations. And that’s the power of the 
information world.”

Taking the Open 
Source Road
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SELinux: 2005–present

Policy technology advances

“Linux security experts are reporting 

a growing list of real-world security 

situations in which the US National 

Security Agency’s SELinux security 

framework contains the damage 

resulting from a flaw in other software.”
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Improved usability

Figure 2: setroubleshoot screenshot

Figure 1: system-config-selinux screenshot
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Enhanced security functionality

Improved performance and 

scalability

Figure 3: SLIDE screenshot



12   Raising the Bar in Operating System Security

Meeting security criteria

Growing adoption, use, and 

community
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Platform for advanced R&D

Influencing other systems
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OpenSolaris FMAC: 

origin and goals

FMAC status
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Conclusion

  

Resources
NSA SELinux web site, http://www.nsa.gov/

research/selinux

SELinux project wiki, http://selinuxproject.org

Tresys Open Source Server, http://oss.

tresys com

OpenSolaris FMAC web site, http://

opensolaris.org/os/project/fmac
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What is CLIP?

Need for a secure foundation

Certification and Accreditation

Reliance on proprietary hardware and 

software

CLIP explained

CLIP toolkit
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SELinux as a basis

System configuration
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New packages

Future directions







Cryptographic Binding 

of Metadata
 

A
s most people know, metadata is 

“data about data.” It may include 

security labels and discovery in-

formation, as well as user and environ-

mental attributes. Metadata is intended 

to be used by human consumers or by 

autonomous processes such as access 

control mechanisms in the Global Infor-

mation Grid (GIG), network-centric con-

tent discovery services, or automated 

information dissemination systems. As 

decisions are made based on metadata 

content, the assurance provided for the 

actual metadata must be considered.

In many scenarios, the assurance pro-

vided to metadata and to the relationship 

between metadata and data is essen-

tial. Such scenarios range from simple 

discovery queries to enabling Assured 

Information Sharing (AIS) through Cross 

Domain Solutions (CDS). 
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What is cryptographic 
binding?

Cryptographic binding provides as-

surance to the relationship between data 

and its associated metadata. A binding 

also ensures that neither the data nor its 

associated metadata have been mali-

detection. The binding does not ensure 

that the original data or metadata is ac-

curate or correct prior to the binding. As 

the name implies, cryptographic binding 

uses cryptography as a technique to as-

its associated metadata. The relationship 

established with a cryptographic bind-

ing is claimed valid if the bound data has 

integrity and the identity of the binder is 

authenticated. 

How does cryptographic 
binding work?

Data formats, metadata standards, 

and cryptography are continually evolv-

ing within the Department of Defense 

(DoD) GIG and the Intelligence Commu-

in many areas. With cryptographic bind-

ing depending on these evolving data 

standards and formats, it is important to 

as well as a validation model that meets 

the community’s needs and can cope with 

this ever-changing operating environ-

ment. The design of cryptographic bind-

ing centers on several key assumptions:

any discrete format (e.g., XML, 

HTML, .doc, .xls, .txt, .ppt, .pdf)

must not modify the data or meta-

data

for data (e.g., discovery metadata, 

IA metadata, user and environ-

mental attributes)

may exist as embedded applica-

tions or distributed services

The cryptographic binding model 

offers two complementary functions, each 

with a distinct set of inputs and outputs. 

First, a binding function, often referred to 

as the binder, has the sole responsibility 

of creating cryptographic bindings. The 

and uses a cryptographic technique to cre-

ate the binding. The binder produces the 

asserted relationship as a binding infor-

often referred to as simply the validator, 

accepts the data, metadata, and previously 

cryptographic technique to verify the in-

tegrity and authenticity of the relation-

ship. The validator produces a “valid” or 

“not valid” response indicating the valid-

ity of the binding. Figure 1 illustrates this 

model for creating and validating crypto-

graphic bindings. 

ate a binding without modifying the data 

minimum data required for a validator to 

verify the integrity and authenticity of the 

but are not limited to:

signature) 

Cryptographic binding builds upon 

underlying cryptographic techniques, 

such as digital signatures, to provide ad-

ditional services and information. First, 

Figure 1: Cryptographic binding and validation service models
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although the identity of the binder can be 

authenticated, the identity of the entity 

are indeed related must be captured for 

tographic binding can be thought of as the 

focal point of data aggregation, possibly 

bringing an increase of the security level 

to the binding. For example, imagine a 

ever, once the items are cryptographically 

the security level of the information could 

be increased due to the data aggregation. 

This modular architecture separates 

the functionality from the underlying 

cryptographic mechanism that provides 

the integrity and authenticity. Multiple 

interchangeable binding methods are de-

cryptography (e.g., digital signatures), 

symmetric cryptography, and authenti-

cated shared secrets (e.g., secure hashes). 

Providing these general binding methods 

enables cryptographic binding to seam-

lessly incorporate new cryptographic al-

gorithms and techniques.

Proving cryptographic 
binding concepts

Two cryptographic binding proto-

rity Technologies Division implement the 

cryptographic binding model and system 

architecture. These prototypes made use 

of existing technologies and services to 

demonstrate the cryptographic binding 

capability as a system integrated applica-

tion and an enterprise service. The fol-

lowing are details of each prototype:

Cryptographic binding using XML 

digital signatures

architectures

transmission optimization mech-

anism (MTOM) 

size

Cryptographic binding using 

Abstract Syntax Notation 1 

(ASN.1) and Cryptographic 

Message Syntax (CMS)—

preferred method

architectures

decode than XML

tography (ECC) offering more 

bits of security using smaller key 

size and faster algorithmic pro-

cessing

encryptionFigure 2: Conceptual view of cryptographic binding
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-

more control over memory allot-

binding and validation of larger 

-

ing prototype was successfully integrated 

into several pilot, test, and experiment en-

vironments. Community feedback drove 

prototype to improve performance, size, 

and strength while maintaining core func-

better where the bandwidth is limited and 

the end unit has minimum processing re-

source. 

Cryptographic binding 
in future net-centric 
environments

In the DoD’s prospective net-centric 

GIG, policies will be established through-

out the enterprise granting authentica-

tion and access to resources. As shown in 

initiated by a binding requestor—man or 

machine. In some instances the binding 

requestor may be the author of the data or 

by access control or policy enforcement 

services. A request is sent by the requestor 

to the binding service to create a .bif over 

The binding service utilizes enterprise 

services to authenticate and authorize 

the request. Next, the binder will use an 

enterprise retrieval service to gather the 

data and metadata from a storage reposi-

tory. Once the binding service generates 

the .bif, the service will store the .bif in 

a storage repository. Future repositories 

may exist for each element—one for data, 

in combination. 

A validation requestor (shown 

mechanism or cross domain solution that 

is required to make a decision based on 

the contents of the data and metadata. The 

validation requestor submits a request to 

the validation service to verify the in-

tegrity and authenticity of the binding. 

Enterprise services will authenticate the 

validation requestor. Once authenticated, 

the request will be submitted to the vali-

dation service. The validation service will 

use retrieval services to gather the data, 

have not been maliciously or accidentally 

or invalid) to the requestor. Depending 

on the implementation environment, the 

binding and validation services could be 

deployed locally with all authentication 

and authorization checks occurring with-

in a single community of interest (COI).

Future direction

Cryptographic binding is an en-

abling technology for systems that must 

rely on the integrity of data and metadata 

to make critical mission decisions includ-

ing information dissemination and access 

control. The immediate goal is to make 

this capability operational by coordinat-

-

lots, experiments, and test environments 

within DoD, IC, allied/coalition, national, 

and international programs. These exer-

cises will provide valuable feedback to 

improve this technology while allowing 

the capability to be used in controlled op-

erational settings. In the near term, there 

are plans to conduct a security assessment 

proof of concept. The next steps are to 

complete a full, security-assessed refer-

ence implementation and standards pro-

-

graphic binding concepts and techniques 

need to be expanded and further proven 

to address evolving GIG net-centric en-

vironment needs including methods for 

high assurance bindings and envisioned 

security domains. 
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The libre years

OSS taps into consumer markets








